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Legal Notices

This presentation is for informational purposes only. INTEL MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY.

Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and/or other countries
* Other names and brands may be claimed as the property of others.
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As an old saying goes....

... [o the man with a hammer, everything
looks like a nall.
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Motivation — Why Multi-Vendor?

. Cost savings

- Able to choose products that more specifically fit use case instead of more
expensive fully featured product.

o Lack of lock-in can be useful in negotiations on pricing

- M&A
o Acquired company or leased facility may be running different vendor’s product.
o Project timeline or budget may not allow rapid integration

- Able to run trials with different vendors with pressure to go to one
vendor.

" Copyright © 20186, Intel Corporation. All rights reserved.

cwnp))

CertitrekY




Typical Intel Office

- No Ethernet to desk.

- No physical VolIP or landline phone.

. VoIP application running on notebook PC.

. Conference calls on server based application

- Video projectors without cables
(http://www.intel.com/content/www/us/en/support/software/software-
applications/intel-unite-app.html?wapkw=intel+unite+app )
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Lessons Learned

- VolIP latency through WLAN/LAN QoS configuration, including client

- Keep on top of wireless infrastructure issues for best call quality:
- Mobility group

Spacing of access points

o Number of users per AP.

o Association to correct controllers.

- Radio adjustment algorithm settings.

e}
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Results

. Significantly reduced capital and expense run rate
o Ethernet switchgear, hard phones, licensing
- Cabling, office moves, etc.

. Enhanced user experience
o Integrated Audio, chat, video, whiteboard
- Able to move during session.

. Global webcast over WLAN

g wa -' Copyright © 2016, Intel Corporation. All rights reserved.
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Suggestions

. Download a demo copy of software under evaluation.
- Review this presentation as baseline for comparison.

. Test all features against your requirements during the trial
period.

YT e I -' Copyright © 2016, Intel Corporation. All rights reserved.
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Overview

. Here is an example of a multivendor solution. Details are presented
here to help provide a basis for comparison for other solutions.

. General categories for comparison:
- Capacity management
o Monitoring / Troubleshooting
o Configuration management and software upgrades.

" Copyright © 2016, Intel Corporation. All rights reserved.
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What Are Your Requirements?

. Client troubleshooting

. Monitoring configurations tracking and history
- Reports

- Rogues

. OS upgrades

g T ¥z Copyright © 2016, Intel Corporation. All rights reserved.
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Other Features — RFID Tags

Tag Information
Name: 3 MAC Address:
Battery Level: - Vendor:
Chirp Interval: 4 mins 35 secs
. . , First Seen: B/16/2013 9:11 AM Last Seen: B/14/2016 4:27 PM
. What is ‘good enough’ for a feature? s
. A vendor specific solution may be L
accurate, but do you need it? [ e
@
Last Placed: B/14/2016 4:27 PM
Detecting APs
AP[Device Radio Signal SNR First Seen Last Seen

802.11bgn -89 2 B/14/20164:27PM  8/14/2016 4:27 PM
802.11bgn -84 4  B/14/20164:13PM  8/14/2016 4:27 PM

Copyright © 2016, Intel Corporation. All rights reserved.
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Pro’s of a Multi-Vendor Solution

. Not locked into one vendor, making it easier to select and integrate
products.

- Ability to monitor and troubleshoot all wireless devices from the same
system regardless of vendor.

. Easy for first level help desk people to get a basic idea as to the health
of the wireless network without training on specific products.

g wa -' Copyright © 2016, Intel Corporation. All rights reserved.
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Con’s of a Multi-Vendor Solution

- Not as closely integrated to any specific product line.
. Support staff can be disconnected from what is really going on.

. Vendor neutral monitoring can lag on proprietary features. (For
example MIBs.)

g wa -' Copyright © 2016, Intel Corporation. All rights reserved.
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How Flexible is the Device Setup?

. SNMP version
. Polling interval

. Customizable polling

(4Ll hNE
W ORLEANS

WIFI

Basic
Name:

Missed SHMP Poll Threshold (1-100): 1
Regulatory Domain:

Tmezone:
For scheduling group configuration changes

Allowi One-to-One NAT: Yoz * No

Audit Configuration on Devices:
Toggling this will set all devices in this group to * e No
"Monitor Only’

SNMP Polling Periods

Up/Down Status Poling Period: 5 minutes
Owverride Poling Period for Other Services: Yes *' No
AP Interface Poling Period: 10 minutes
Chent Data Polling Period: 10 minutes
Thin AP Discovery Polling Period: 15 minutes
Device-to-Device Link Poling Period: 5 minutes
802.11 Counters Poling Period: 15 minutes

Rogue AP and Device Location Data Poling Period: 30 minutes
CDP Neighbor Data Poling Period: 30 minutes

Notes
Notes:

SHMP Version: 2¢ v
Offload WMS Database: Yes *
GUI Config: ® Yes | Mo

Manage local configuration on controllers:
This opticn enables/disables the management of

local configuration including audi, push and import Yes ® No
operations
Ignore Rogues Discovered by Remote APs: ® Yes Ho
Delete Certificates On Controler: Yes ® No
Archive Controller/Switch Backups: ® Yes Mo
Automatic Authorization
Add New Controllers and Autonomous Devices
Location: Use system defaulls v
Current Global Setting for Controllers: New device list
Add New Thin APs Location: Use system defaulls v
Current Global Setting for Thin APs: New device list
Ignore Device's Configured Folder:
Ignores the Folder in the provisioning rule for .
provisioned via Activate, DHCP or Yes Ne
the Switch CLI
Maintenance Windows
Add New AP Group Maintenance Window
Save Save and Apply Revert

Copyright © 2016, Intel Corporation. All rights reserved.
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Device Support

HETWORKES
Home Groups APs/Devices Clients Reports System Device Se

Discover Upload Firmware & Files

Select the type of device to add:

. Does the device list support all | L -
. Aruba Device il | Add _| Import Devices via C5V
of your devices? Brocade 2

Brocade Switch
Cisco

. Does the list support devices ;FE?‘H&
you are considering? Cisco Aronet 1200 VitWorks
Cisco Catalyst Switch
Cisco 105 AP

. Do wired supported devices ki Toidon

. . . Custom Device
need wired side info. for rogues? -Link
D-Link Switch
Dell
Del Controller
Dell Force10 Switch
Enterasys
; Enterasys RET8100
ﬁ Enterasys RET2200 =
m = 'l'l. — = . : ]
140 s O = Copyright © 2016, Intel Corporation. All rights reserved. *Other Names and Brands are the property of others
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Account View Configuration Options

. Can you toggle items on and off?

. Can you rearrange the list in order

of importance to you?

018 = HEW ORLEANS
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Overview RF Performance

Fitter Level For Rogue Count:
Customnize Header Calumns:

Stats:

RF Capacity Search Documentation

Top Header Stats

Rogue

® Yes Mo

¢ New Davices
Up {Wired & Wireless)
Up {Wired)

< Up (Wireless)
Down (Wired & Wireless)
Diown ( Wired)

¢ Down Wireless)
Mismatched

' Rogues

¢ Clients
VPN Sessions
VPN Users

7 Aerts

¢ Severe Alerts

Select All - Unsalect Al

Include Devica Types in Header Stats: ¢ FatAPs

Severe Alert Threshold:

Search Method:

Diefault Nurnber of Records per List:

Reset List Preferences:

Cansale Refresh Rate:

Idle Timeout (5 mins to 480 mins):

Default Client Chart Mode:

¢ Thin APs

| Controllers

¢ Switches

¢ Others

Select All - Unselect All

Mormal

Search Preferences

Active + historical clients = ¥

Display Preferances

10 records per page

| Resst |

5 minutes
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Filtered View — Configuration Options

Filtered View E3
Name : David's view 2 Add Filter
Fitter
. How can devices be grouped?
o Multiple View
- Gommon Configuration
o Arbitrary
Available Columns Current Columns
. Options for a hierarchy? o
ersion
Configuration
LWAPP AP Group
Type
1st Radio Ch.
1st Radio TX Power
- 2nd Radio Ch. -
| OK | Cancel
- .--_H-l‘_q. h
1111 “i,, oy 2 Copyright © 2016, Intel Corporation. All rights reserved.
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Is ‘View Export’ Option Available?

TimeRange: 2h [1d 1w 1y Custom
Sab Sources ~ | [Max Awg | ladl Usage ~ Sources « Max | Avg | ol

Tota s @ @ roai Out @ Fn Totai 1 W5 Totsl Out
David's folder view [ Total Row Count: 56] ~ | &b [ e Modify Devices | Export as CSV

Having the ability to export and manipulate is very useful

g o e Copyright © 2016, Intel Corporation. All rights reserved.
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Default View Customization

Dirag widgets from the Available Widgets list to the canvas on the right.
The title bar of a widget will be green when the layout is valid or red when invalid. Remave widgets by dicking the icon,

Available Widgets Client/Usage Graphs.
Menitoring and Config Pie Charts TimeRange:[Zh 1¢ 1w 1y Cusion
“““DS‘“’"‘"“"S’”"““E Clents WLANS v | Ve [Ag |l Usage WLANS v | Wax [Ag |l
RAPIDS: Classification Summary
IDS Events.

RAPIDS: O5 Pie
RAPIDS: OS5 Summary

. Gan the default view be e

Clients By Device Typs
: st e .
By Device —
CUStOmlzed? Clients By Device 05 B
Clients By Device 05 Detail
Clients By Network Vandar
Clients By Mfgr 8 Maodsl

. If so, what are the options? = = | b=

Top Folders By 2.4GHz Radio  [EJ Top Folders By 5GHz Radio CliendE Alert Summary [ x}

. Can you rearrange portions of "’"

1] '] o
o o m o o @
) To 38 To 3 ! 2 !
e screen’ - :
To 25 To 2 S lus x|
T 19 T 19 Quick Links
To 13 To 13 - Gato fokler - v
T 9 To E
Ta 7 Ta 7 - Go o group - v
: ! I ! - View Laotest Reports - ¥
- Common Tasks -  ;
Top Folders By AP Usage B3 Top Clients By Total Traffic IE3 Top Folders By 5GHz Radio [ x]
ml J FT““'I_ — - Username MAC Address Bandwidth ':_“wl_ o
11 s | Copyright © 2016, Intel Corporation. All rights reserved.
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Example: Default Screen Views

2.4GHz Radios with > 50% Channel Usage 5GHz Radios with > 31 Clients Alert Summary
Folder Radios Folder Radios Type a Last 2 Hours Last Day Total Last Event
1 2 Merts 7 406 1408 7/23/2016 1:39 PM
2 105 Events 0 0 0 -
Info 2 RADIUS Authentication Issues 16 936 11560 7/23/2016 3:11 PM
1
1
Info
APs with Usage > 57.59 Mbps Top Clients By Total Traffic 5GHz Radios with > 50% Channel Usage
Folder APs Username MAC Address Traffic Folder Radios
) 1 28.73 GB 1
1 27.97 GiB
1 23,68 GB Info
1 20.85 GiB
1 2046 GB
18.11GB I
Info 1457 GiB ° ngh Channel
14.54 GiB i .
127968 Utilization
1235 GB
T - Top talkers
1] & e o . . .
] s O &5 Copyright © 2016, Intel Corporation. All rights reserved.
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Desired Version

Choose the desired firmware version to be applied to
pg ra e S Upload firmware files on the Device Setup Upload Firmware & Files page.
IUpdate List of Aruba Image Versions: Update
.- Why upgrade this way?

Current Version: 7.6.130.0 (BOOT: 1.0.16)
5 Only See OS VerS|OnS Compatlble W|th the Desired Version: -- Select firmware version ¥
h ardwal’e . Firmware Upgrade Job Options
Job name: Firmware upgrade for
- OS version option in drop down menu instead of i o e -
serve firmware files from this interface: . |L|

copy/paste

Failure Motification Options

To be notified when upgrades fail and when a job is stopped, enter email addresses of the
form user@domain.
Separate multiple addresses by spaces, commas, or semicolons.

o Integrated tftp/ftp server

Email Recipients:

. Caution: Is a configuration pushed from the
wireless management server to the wireless
device in the process?

Sender Address:
o Start or Schedule Firmware Upgrade Job: Upgrade || Cancel |

cwnp))
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Clients
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AP

NETWORKS
Home  Groups  APs/Devices Reports System  Device Setup RAPIDS

Overview  Connected Al Rogue Clients  Client Detail

E]\ent

2

LLLIEN

hasty’

Device Info Trends

Name: R Clignts
Device Type:

WPN Sessions

VisualRF

Netwark

&

LLLIFNE

VPN Users

-

Status: Up

Last Contacted: 3 minutes ago
IP Address:

Aruba AP Group:

Motes:

Floor Plan:

Switch Port:

Performance

Clients: 2

Total Usage: 544 bps
Usage From Clients: 320 bps
Usage To Clients: 224 bps
Uptime (%} 100%

lient Diagnostic Detall

Tags

(1] goud
Usage
40K
20K f
0
3
2K e 17:00

Copyright © 2016, Intel Corporation. All rights reserved.

Controller
LLLIN TGN
Quality
Overall rating === ;55
Indicators within the ideal range: 6
Match Events
Event Time ¥ From AP To AP

No rows available.
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Client Detall

Username AP/Device ¥ SsID ¥ Auth. Type Association Time ¥ Total Data Used Avg. Speed Connection Mode ¥ Duration [
o " o WPAZ (EAP-TLS) £/18/16, 418 PM 37.1GB 0bps 1In 5GHz 1day 19 hours 1minute

WPA2 (EAP-TLS) 6/15/16, 10:32 AM 596 GB 0bps 11n 5GHz 3days 5 hours 40 minutes
Authenticated by AP 6/15/16, 10:06 AM 2.22GB 0bps 11n 5GHz 20 minutes
WPAZ (EAP-TLS) 5/30/16, 7:52FM 6.1TB 0bps 11n 5GHz 15 days 14 hours 8 minutes
Authenticated by AP 5/30/16, 7:39 FM 0B 0bps 11n 5GHz 10 minutes
Authenticated by AP 5/28/16, 11:15PM 251 MB 0bps 11n 5GHz 1day 20 hours 23 minutes
WPAZ (EAP-TLS) S/28/16, 10:35PM  200KEB 0 bps 11n 5 GHz 30 minutes
WPAZ (EAP-TLS) 5/28/16, 10:04PM 603 KB 0bps 1In 5GHz 30 minutes
WPAZ (EAP-TLS) 5/28/16, 3:35 PM 471KB 0 bps 11n 5GHz 28 minutes
WPA2 (EAP-TLS) 5/28/16, 6:23FM 29.1MB 0bps 11n 5GHz 3hours 10 minutes
WPAZ (EAP-TLS) 5/27/16, 2:04 AM 193 MB (0 bps 1In 5GHz 1day 9 hours 13 minutes
WPA2 (EAP-TLS) 5/26/16, 10:50 PM 54,5 MB 0bps 11n 5GHz 10 hours 13 minutes
WPAZ (EAP-TLS) 5/21/16, 10:22PM 1.54GB 0bps 11n 5GHz 5 days 0 hours 27 minutes
Authenticated by AP 5/21/18, %:19 PM 9.47MB 0 bps 11n 5GHz 1 hour 0 minutes
WPAZ (EAP-TLS) 5/14/16, 1:05 AM 3.14GB 0bps 11n 5GHz 7 days 20 hours & minutes
Authenticated by AP 5/13/16, 8:35PM 44.9MB 0bps 11n 5GHz 4hours 30 minutes
WPAZ (EAP-TLS) 5/13/16, 9:34 AM 723 MB 0 bps 11n 5 GHz 11 hours 0 minutes
WPAZ (EAP-TLS) 5/13/16, 12:03 AM 75.5MB 0bps 11n 5GHz 9 hours 22 minutes
WPAZ (EAP-TLS) 5/12/16, 12:23PM 93MB 0bps 1In 5GHz 11 hours 37 minutes
WPA2 (EAP-TLS) 5/11/16, 1:41PM 169 MB 0bps 11n 5GHz 22 haurs 36 minutes
WPAZ (EAP-TLS) 5/11/16, 11:33AM 34.3MB 0bps 11n 5GHz 2hours 5 minutes
WPAZ (EAP-TLS) 5/3/16, 1:46 PM 2.71GB 0bps 11n 5GHz 1day 21 hours 25 minutes
WPA2 (EAP-TLS) 5/4{16, 6:55PM 8.23GB 0bps 11n 5GHz 4days 18 hours 29 minutes

e—=pe WPA2 (EAP-TLS) 5/4(16, 5:56 AM 162MB 0bps 11n 5GHz 12 hours 58 minutes

- 'ﬁb WPAZ (EAP-TLS) 5/3/16. &:39PM 40,9 MB 0 bos 1In 5GHz 9 hours 17 minutes
o

{4l FENE |
T01& = HEW ORLEANS
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Wireless Client Troubleshooting

Reports System Device Setup RAPIDS WisualRF

Home Groups APs/Devices

Overview Connected All . Rogue Clients Client Detail 3 stics VPN Sessions VPN Users Tags
Client AP Controller
hostf o i = e
z —
mmn| good mmm| good mmm| good mmn| good
Device Info « | Charts UCC Quality
. Overall rating ===
Username: host/ . Usage Signal & MNoise (dBm) 2 good
Device Name: o - Indicators with no data
Ocwce Times deelicouoeate Indicators within the ideal range: 2
MaC Address: o A s
Role: -50 e Match Events
Notes: 20K -
Event Time ¥ From AP To AP
L
40K — — -100 — Mo rows avallable.
Current Association 16:00 17:00 16:00 17:00
Connection Mede:  1lac 5GHz Health SNR (dB)
Duration: 15 hours 26 minutes 100 100
1P Address:
Hostname: = 2
50 50
Usage: 180 bps = T T
Security Mode: WPAZ
Cipher: AES )
s 0 16:00 17:00 0 16:00 17:00
Auth type: EAP
WLAN:
Forward Mode: =
Floor Plan: =
SHR (dE): 38
S5ID:
~
[E i
R T T T -
|
]
e

{dll llir. Copyright © 2016, Intel Corporation. All rights reserved.
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Client Detail

Home  Groups  APs/Devices  Clients  Reports

COverview  Connected

Al Rogue Clients

ewiie  MAc address

Usamame:
First Séen:
List Seenc
Device Tipe:

Metwiork Interface Vender:

A5 Device Type:
s HTTP Fingerprink:
Casslfcation:

Watched Cherd:

Hotes:

Device Info

SIE4I015 112 PMoa
S/ETE 608 PH en

Intel Corparate
It &l Coupiorate

Unclasafied M

Yer ' g

System  Device Selup  RAPIDS  VisualRF

Diagnosbics VPN Sessions VPN Users  Tags

Lsemanme:

fiar 10 mins Roke:

for 15 Brs 48 ming Signal Qualty; -
Asseciabion:  B/B/2016 k19 AM
Duraition 15 hrs 45 mins
Made: BIL118¢
Usage: 2022 Mg
S5Ix
Ch. B :
LANIF 1
Auth Type: EWF
Cpher: BES
Source: Pol

Deanthenticate Chent

Current Association

P Devig:

Controber:

Grongs

Felder: - -
Ap[Dewee Locatian:  defauk leaticn
Radia: BOZ11a¢
VLA

Forward Mode: .

LAK Hestname 1:

Bath Time: 15 brs 48 ming
Security Hode: WP

Sourges v Max Ty l Usage +

IR A

L}

A

| Y

LT f 31
I e .xl"‘ W | L4 oY ||
L] v

Copyright © 2016, Intel Corporation. All rights reserved.
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Heatmap: Myth vs. Reality
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Map-Based Troubleshooting

Overlays
Type Floors Freguencies
|| Heatmap ] Voie | ) Speed || Ch. Utilization || Abovwe |w*| 5 GHz
| Cument
|| Sensor Coverage | Wired Range || Health || Below o| 2.4 GHz
Preferences [
Configure preferences for:  &Ps -

e 2
SEGi X =
i

| AP Location - Suspect
| Radio Status - m

s EE e =
W Show Channel In Label Icon Size: Timy -

| Showr Transmit Power in Label —

'n Copyright © 2016, Intel Corporation. All rights re —
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Map of APs with Channel Information

/|

L
5 =
l'a.-.-.-l-.l k

Copyright © 2016, Intel Corporation. All rights reserved.




Home  Groups  APs/Devices  Clients  Reports  System  Device Setup  RAPIDS  VisualRF

Client Signal Data

Overlays
Type Floars Frequencies
Heatmap Voice Sped Ch. Utilization Above ¥ 5GHz
| Current
Sanzor Coverage Wired Range Haalth Belowi #| 24 GHz
Preferences ®
Configure preferences for  Clients v

(kbps 5 min avg)

i EE§ Enna-l ]Strangth m _

V| Shaw clients with invalid signa

Icon Sizes Tiny v

401 s O =2 Copyright © 2016, Intel Corporation. All rights reserved.
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Roaming with Sticky Clients

b

‘:‘H.n 0 apdl )

i.,?[f“.vu“‘gl“, B
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Integrated Troubleshooting May Vary by Vendor

Status: Up (OK)
Configuration: ~
Firmware:

Upstream Device:

Controller Role:
Type:

LAM MAC Address:

Location:

IP Address:
VPN Sessions:
Quick Links:
Notes:

Clients +

MEW ORLEANS

WIFI

0
Open controller web UIL..

[

Device Info

Licenses
Upstream Port: 2

Last Contacted:
Senal:
Contact:
APs: 6 Clients:
VPN Usage: =
Run command... v
Runcommand_—_—— gy
Authentication and Dot1x Troubleshooting [
show aaa authentication-server all
show aaa authentication-server radius statistics
show dot1x counters
show auth-tracebuf
show debug
| Airgroup
show airgroupsernvice
show airgroup servers
AP Details
show ap active
show ap association
show ap bss-table
show ap database long
show ap debug counters
show ap essid
show ap blacklist-clients
User Details |
show user-table o

UMM T TR IHH&

5/8/2016 4:42 PM Uptime:

Copyright © 2016, Intel Corporation. All rights reserved.

WLANs ¥ | |Max Avg | (sl

Usage:

Usage +
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AP Radio Metrics

AP Monitoring | Radio Statistics
Monitoring 802.11ac radio for AP

802.11 Radio Counters Summary (frames/sec)

Current LastHour LastDay Last Week

Unacked 0 0 0 12
Retries 0 0 0 78
Failures 0 0 0 5
Dup Frames 0 0 0 0
FCSErrars 0 0 0 95
TimeRange: 2h 1d 1w |1y Custom
Channel Utilization + Sources ¥ | Max |A‘.fg | ol 802.11 Counters v Sources ¥ | Max |A‘.rg | lnal
100 | 5 400 T
75 300 |
200 | T
30
100 | —— e R H— T e e e —
23
0"
0 A
02/16 03/16 05/ 16 06/ 16 07/ 16
Busy

cwnp))
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Rogues
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Rogues

. Can gather wired information across multiple vendors

- Watch out for licensing.

o To save money you can put the licenses on the distribution devices then just trace
the access switch.

]
g g Copyright © 2016, Intel Corporation. All rights reserved.
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Rogue Configuration

Basic Configuration Containment Options
ARP IP Match Timeout (1-168 hours): 24 Manage rogue AP contsinment:
When enabled, will manage the
Export Threshold: Suspected Rogue - dlassification of rogue APs on Cisco WLC and ™ Y @ Bo
. ) Aruba controllers to match the classification of -
° Can YO u.: &";d"b'w“h” MAC Address Correlation (0-8 those rogues in RAPIDS, including the "Contain”
. . Discovered BSSIDs and LAN MAC addresses A
. Conflgure by Slgnal which are within ths bitmask will be combined g Manage rogue AP containment in monitor-only
nto one device. 4 requires all but the last digit mode:
Strength ? match 'u“*_’b":‘:ddif*ﬂ}- € requires afl but the Containment updates will always be pushed to 9) Yes . | No
last two digits match (aa:bb:cc:dd:ee:XX). devices running WMS Officad, regardiess cof this
setting.
. Exclude remote AP Wirslss BSSID Correation (0-8 bis): :
d . d n 5':‘ *";‘551[9;.! ""'hbe_:‘:""b‘jb "‘“—'dk"'t-‘-'s‘,;““? device Maximum number of APs to contain a rogue:
Iscovere rogues when they fall within this btmask. Setting this The maximum number of APs that wil containa | 3
) value too high may result in identifying two » Cisco WLC controllers.
9 different physical devices as the same rogue. 4 e e el
Note: When you change this value, wrill
. Match closeness” e Filtering Options

records. Changes will occur during subsequent

. Age out t|me (Over Weekend processng of decovery events, e Yes @ Mo
events)? S g for (0180 L Ignore Rogues by Signal Strength: Yes @ No

' disables): Ignore Rogues Discovered by Remote APs:
Cannot be larger than the rogue dscovery 14 Discovery events from Officad will abvays 9 Yes No

event expiration (180) configured on the be processed, regardiess of this setting.
Setup page, unless that value s set to 0.

. Can the monitoring system Ignere IDS Events from Remots A5%: ® ves ) Mo

Automatically OS5 scan rogue devices: Yes @ No = b
H H H Ignore Events WVLAN(s):
dGCl&SSlfy Certaln dGVlCGS Wired-to-VWireless Time Correlation Window MAC addresses sean on these VLANs will not be
? (minutes. urro ds_lblu}_: = _ used for Rq_:-gut detection or Upstream Device
no longer deemed rogue?  ZETIETIES SN —
oocur within this time window. Ignore Events from Interface Label(s):
MAC addresses seen on interfaces with these
. B B Iabals will not be used for Rogue detection or
Classification Options Upstream Device determination
Acknowiedge Rogues by Default: " Yes @ No
¢ Manually Classifying Rogues Automatically Save | Save and Apply | | Revert ]
= Acknowledges Them: 2 Yas ) No
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Triggered Alerts

. Faster hunting when you are playing cat and mouse with rogue AP.
(Rogue mac address shows up.)

. AP or radio down.
. Number of users per AP exceeds a threshold.

. Controller CPU utilization.

]
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Tripger

Tipec Darwion: Daran ¥
Dot ik 3
. Seauy BT
] - Daavd ca L
General Trigger Types: Example  =mse St L
Sered Alerts for This AP when Controller i3 Dovwnc AR Uzage
Davics Fesguiss
Gered Mlerts when Lpsresm Devics s Dovn: s i Ewgril
Do o Ll ik, SLadiig
Sared Alerts on Ridaok: .
[nddude reboots. ditacted by uplime et or reboat megrieca MR dion
counk iremeass Fadiz Do -7,
Fadiz Up

. Text or emaill

ConliBions
Watdineg oconedib ones:

AE 11 Frams Counlars
BOE 11 Gt Cognkers
InfRitacs Lsans
Chandal LI Eg e

Al Labda Comaditione: Dewiga Typs, Minutes Doan Thin  Radis Ko Floor

- Radio/AP, up/down, channel utilization ik B - W _
- Arbitrary or configuration group options R e

&lert Hotificabions

Hoknc
sadesonal Walification Opfions: | el
MHE
Logpgad et Weababby; By Rk -
- Sasppress Linkil Ackn pealadgent g
ueigk) S —
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Trigger Classification & Response

. Can you customize trigger level?
. Options for scope of trigger?

. Email and logging server options?

Tripger
Tegse
Emefity:
Comditions
Maising nasdiniong:

Awallsbls Conditions: Clessificshon, Chent
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Kajar

13

R v |
Wamrg
Wirar

Cribcal

Aad Hesw Trigger Condiion
LETERTT] {:lclul.lllll:ll! Walusy
CRa R Bealon Vald .
Trigpger Reshncbians
Fod der= Tep
Induse Subfolders: = Yes 1]
G «l Groups
Alert Hotiibcations
Hihes
Pefitional Hobificaton Optans: Emal
M=
Logged et Wshibby: Ey Rl
Sopppress Linki| &cknowdadosd = Ko
Eadd Cancel




Tripger

T Durwice Duywn "
- Chanis =
[ [ [ Saudiny Fiawr Cliani
. Connected Clianks
Client & Radius Triggered Alerts = = &

Send Bleste For Thin 2P when Controller is Downc Client Usage

Pl WP Lkt
Gared et whah Upstresn Deaiis 5 Do Conneched YFH Users
Sared Alerts on Ratxt: ;':ﬁ:’.,;“n" Ui
Indd i rebioots. detesctad by uptime et or nebes 1Pl Lirb-Loval Sddress i
pount InTazss . ks

Cliant Goodput

Cligni Spapd

Conditions  FADIIS Sethe e 1on 1S5ucs

. What are options for client alerts? N—— Clent RACRSS uthentatan e

Dhaviis FLADIUS At e bealian lssiiag
i Libda Comalitios: Dewioe Typs, BMinutes Down Thn  Tobsl RADILS Suhantcabon Bausas
105 Ewvaiils

Bad e Trigger Condéson Devica |0 Evants

. Client alert for too many users per AP Bogie D e

et on Rague AF -
Trigger Restrichions ]

. What are the radius alert options? i S
Blert Hotifications
Pedriional Hokificaton Options: Emad
Lo et Wishibty; Ex Fuika .
Sasppwess Uit Bk prradged L Hi
ﬁ e Ganedl
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Useful Triggers to Configure

Type a Trigger Additional Notification Options
AP Usage Usage >= 50000 Kbps for 2 hr NMS

Client Count Client Count on Devices is at least 35 and for 1 hr -

Device Down Device Type is Access Point NMS

Device Down Device Type is Controller NMS

Device RADIUS Authentication Issues Count >= 2 for 1 minute NMS

Device Lip Device Type is Access Point NMS

Device Up Device Type is Controller NMS

Disk Usage Partition Percent Used >= 95% -

Radio Down : NMS

Radio Up - NMS

Rogue Device Classified Threat Level >= 9 NMS and Email

g °F Copyright © 2016, Intel Corporation. All rights reserved.
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Reports
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= Device Summary
Most Utilized Folders by Maximum Concurrent Clients
Muost Utilized Folders by Usage
Muost Utilized by Maximum Concurrent Clients
Most Utilized by Usage
R e O rtS Least Utilized by Maximum Concurrent Clients
Least Utilized by Usage
Devices
Device Uptime
IDS Events
[ Inventory
Vendor Summary
Firmware Version Summary
. . Model/Firmware Version Summary
. What are the usage views by device? Bootioader Version Surmary
Model/Bootloader Version Summary
Type Summary
Model Summary

' Devices
. Device memory and CPU report % Hateh Event
. ,? = Memory and CPU Utilization
(@) pt| ons: Top CPU Utilization by Device
Top Memaory Usage by Device
CPU Utilization Details
. Memory Usage Details
- LAN report options? - Netwnrk Unge
Client Count
Usage and Client Count by Folder
Usage by 551D
Total Usage
New Clients
New Rogue Devices
[=} Port Usage
Summary
Folder Summary
Histegram
Most Utilized Switches
—_e Most Utilized Ports
switches
e Ports
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Power or Channel Changes

channel changes report - daily for (Multiple...)

5/20/2016 6:00 PMto 5/21/2016 6:00 PM
Generated on 5/21/2016 6:05 PM

Most Channel Changes (5 GHz)

Rank o Device Channel Changes Avg Noise (dBm) Awg Channel Busy (%) Clients Usage Location Controller Folder Group

1 3 -99.50 3.9 0 48 bps

2 2 -94.50 118 2 5.48 Kbps

3 2 -08.00 2.76 0 1bps

4 2 -97.50 1.57 0 0 bps

5 2 -99.00 472 0 15 bps

& 2 -97.50 3.15 0 691 bps

7 2 -98.00 3.04 0 244 bps

] 1 -95.00 787 0 6.24 Kbps

9 1 -97.50 1.97 0 0 bps

10 1 -96.50 433 0 3.58 Kbps

11 1 -97.00 7.48 1 54.66 Kbps

12 1 -93.50 3.54 1 23.03 Kbps

13 1 -96.00 1.57 0 0 bps

14 1 -98.50 0.79 0 3 bps

15 1 -096.50 304 0 0 bps

16 1 -98.00 2.76 0 25 bps

17 1 -99.00 472 2 796 bps

18 1 -99.00 2.36 1 22.56 Kbps

19 1 -97.00 0.79 1 160 bps

20 1 -93.00 0.79 0 0 bps

21 1 -96.50 2.36 0 0 bps

22 1 -098.50 276 0 0 bps

23 1 -96.50 1.97 1 17.49 Kbps

24 1 -100.50 3.51 0 0 bps

25 1 -99.00 2.76 0 7.04 Kbps

26 1 -96.50 1.97 0 0 bps

27 1 -97.50 197 0 0 bps

28 1 -98.00 1.57 0 44,08 Kbps
..... 29 i -93.00 197 0 0 bps

- 30 1 -98.50 3.15 0 0 bps
gL e Copyright © 2016, Intel Corporation. All rights reserved.
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Client & Usage Report

Host Utilized by Maanuwm Concurrent Clients

Rank a AP| Device Chents Max Chents Total Data AvgUsage Location Controller Folder Greun
1 et 3 TEl 197 212.43 GB 351.46 kbes
2 20499 17 12626 GB 20:8.8% Kbps
3 1405 166 65.38 GB 108,26 Kbes
i 9 1 1001368 167.31 Kbgs
. 5 1217 144 18.64 GE 30,84 khps
° Top 1 O | ISt by & 3 1186 132 30,10 GB 43,83 kbps
Client Count? i ' 110 130 80.20 GE 11268 Kbpe
B 783 127 Z1.34 GB 35.33 Kbps
9 e 118 14370 GB 237.93 kbps
. TO p 1 O | | St by 10 647 17 186.28G8 308,19 Kbps
u S a e f? Host Utilized by Usage
g " Rank & AP Device Clhents  Max Clients Total Data Avg Usage Location Controlker Frldsr Turriemn
1 182 gL 1L.MTE 288 Mbps
. . 2 3 47 131 TEB 2.51 Mbes
- What is in each ; S —— e 2
to 1 O Iistf? 4 127 14 139 TB 2.31 Mbps
p . £ e s 13778 2.11 Mbgs
& 112 9 125 TE 207 Mbps
i v 1267 29 1.20TE 1.99 Mbes
a8 ! 209 5 LI11TE 184 Mbps
9 300 8 92581 GB 1.53 Mbgs
.._t- 1] 739 1% 91T ETGA 1.52 Mbps
iV
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Reports

. For future installs and long term health. (Investigate trends)
. Seamless reporting regardless of vendor.

- Report types:
- Usage by SSID
o Maximum by concurrent clients.
- Maximum by usage.
- Power/channel changes
- Good to have a option for maximum and average.
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=+ RF Health
Thresholds

R F H ealth Re po rt O pt I O n S " Top Folders By Worst Client and Radio Statistics Combined 2.4 GHz and 5

Client and Radio Statistics by Folder - Combined 2.4 GHz and 5 GHz
Top Folders By Worst Client and Radio Statistics 2.4 GHz

Client and Radio Statistics by Folder - 2.4 GHz

Top Folders By Worst Client and Radio Statistics 5 GHz

Client and Radio Statistics by Folder - 5 GHz

. 802.11 error counter report options? Problem 5 Gtz Radios
Problem 2.4 GHz Radios
Most Moise (5 GHz)
. Power and channel change report Most Noise (2.4 Grz)
. Most Interfering Devices (5 GHz)
O ptl ons ? Most Interfering Devices (2.4 GHz)

Most Utilized by Channel Usage (5 GHz)

. . Most Utilized by Channel Usage (2.4 GHz)
: Report Optlon fOr noise and Least Utilized by Channel Usage (5 GHz)
I ) Least Utilized by Channel Usage (2.4 GHz)
interference Most MAC/Phy Errors {5 GHz)
Most MAC/Phy Errors (2.4 GHz)

Most Channel Changes (5 GHz)
Most Channel Changes (2.4 GHz)

Most Mode Changes (5 GHz)
Most Mode Changes (2.4 GHz)
________ Most Transmit Power Changes (5 GHz)
-1 Most Transmit Power Changes (2.4 GHz)
{4l uir. o " Copyright © 2016, Intel Corporation. All rights reserved.
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Report Definition
Title:

Type: Custom v |

Report Types T,

Client Session

Drag the desired widgets from the Available Options i Configuration Audit gets within the Selected Options can be reordered.
Available Options | Device Summary Selected Options

[+ Aruba License %E;Ei;ﬂm&

k- Capacity Planning Inventory

#-Client Inventory Match Event

. ,? [#-Client Session Memeory and CPLU Utilization

. General categories of report” - Configuration Audit

Device Summary Hew Clients

Device Uptime MNew Rogue Devices

IDS Events PCI Compliance

° Report Options for CapaCity et ;;rélLfJS;iE:Jth&ntinaﬁon Issues

[+ Match Event )
Memery and CPU Utilization e

plannlng? [ Network Usage Rogue Clients

: Rogue Containment Audit
New Clients VPN Session -

[+ New Rogue Devices
[#- Port Usage

. Specialized reports such as > RADIUS Authentication ssus

RF Health
PCI f? #- Rogue Clients
. [+ Rogue Containment Audit

[+ VPN Session

Report Restrictions

Group: — Al Groups — v
Folder: - All Folders - hd
Filter by device type: -- All Device Types -- A
.ﬁb Scheduling Options
Tor Schedule: Yes '*' No
4Ll _ Copyright © 2016, Intel Corporation. All rights reserved.
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Enterprise vs. Regional

. Enterprise console for big picture.
. How is the support team organized?
. Regional server grouped by similar time zone so can do maintenance.

.- Regional support users can have their access restricted to a subset of
the servers, even portions of servers.

]
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Enterprise Wide Console

. Enables a global view.

. Big picture for
- Hardware deployed with software currently running.
o License utilization.
- Memory and CPU.
o Uptime

L hes N " Copyright © 2016, Intel Corporation. All rights reserved.
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Questions?




Thank you
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